
BHB Guardian allows you to enroll your debit 
card(s) so you can receive and respond to text messages 
when the following alert triggers occur: 

n An International transaction is conducted

n An authorization occurs for a transaction greater than 
$300

n Card is not presented in-person

n 10 or more transactions occur in 24 Hours* 

n Estimated amounts

How it works:
Enroll up to 3 mobile devices to receive text alerts for each 
card.

BHB Guardian will send a text message to the device(s) 
tied to the card. All will receive the same text messages, 
confirmations, and more. 
 
Review the information: If you receive a text alert on a 
good transaction, ignore the alert. This will indicate the 
transaction is good.

If you recognize that this is NOT a transaction you’ve done, 
immediately text the reply as instructed in the message.  
(The system allows you up to 12 hours to respond, after 
which it times out.) 

You will be provided instructions on how to respond so 
that BHB Guardian recognizes that the transaction is fraud.           
If you text anything different such as “Yes this is fraud” 
or “Not my transaction” the system will NOT recognize it 
and ignore it. 

Your response opens a highest priority case.  A Fraud 
Center analyst reviews the information, places a block on 
your card, and sends a confirmation text message to your 
cell phone noting that the card has been blocked and may 
not be used for additional transactions. They will also 
follow up by documenting the fraud and sending an email 
to Blackhawk Bank. 

Once you’ve received the confirmation, contact Blackhawk 
Bank right away to start the process of getting a new card 
and disputing any fraudulent transactions. 

Anytime you reply to an alert by texting STOP, all cards tied 
to that phone number will no longer receive text alerts.

Blackhawk Bank (“BHB”) has added 

another line of defense to help protect 

you from Debit Card fraud.  It’s easy to 

get this FREE added protection. 

Click here to enroll. 

MEMBER FDIC

*Ten or more transactions in 24 Hours: A preauthorization may count as 

1 transaction, and the actual charge will count as 1 transaction; you may 

get 2 texts for the same transaction.  Example: you’ve used your card 9 

times today, now it’s time to get gas.  When you insert your card into the 

pump, it may preauthorize the transaction for $1 to confirm that you are 

using a valid card, and you will receive a text alert. When the full amount 

of the purchase is processed, you will receive another text alert for that 

transaction…2 alerts for the same transaction, minutes apart. 

Sample Alerts for 10+ Transactions
including a preauthorization.

The first alert is for the preauthorization; 
the second alert is for the actual transaction. 

Wednesday, September 7, 2016

BHB Guardian Alert on card 
6288 for 10+ trans in 24hr, 
recent trans at BELOIT 
CLARK-Reply C514E2NO if 
unauthorized. Reply STOP 
to cancel alerts.

BHB Guardian Alert on card 
6288 for 10+ trans in 24hr, 
recent trans at BELOIT 
CLARK-Reply C514KXNO if 
unauthorized. Reply STOP 
to cancel alerts.

11:08 AM

11:19 AM

Friday, October 14, 2016

BHB Guardian Alert on card 
9999 at BESTWEST HOTEL 
for $550.00 (est amount) 
- Reply CW48TNNO if 
unauthorized. Reply STOP 
to cancel alerts.

3:10 PM

Sample Alert for Estimated Amount

Alert messages can indicate a transaction amount that 
may not be the final amount. This occurs when the 
merchant estimated the authorization amount and does 
not know the final amount when the transaction begins.

For example, when you check into a hotel, rent a car 
or book a cruise you will see the the addition of (est 
amount).

https://www.cardguardian.com/CardGuardian/signon.do?fid=KR

