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Data breaches at major retailers have served as a catalyst for debate about a more secure Debit/Credit 

card system in the US. Different groups have spun the facts to portray themselves as either hapless 

victims, or the saviors of a flawed system. As with most contentious debates, the truth lies somewhere 

in the middle.  

Card processing requires four ‘players’ per transaction: the consumer, card issuing bank, merchant and 

processor. The processor deposits money in the merchant’s account and charges the consumer’s 

account. The merchant pays a federally controlled fee for this service.  The bank is paid that fee, and in 

turn pays the processor. The bank has other related expenses, one of them being monetary loss from 

fraud.  In the end, the bank hopes to make a small profit. 

Data stored on a card’s magnetic strip is what fraudsters seek in attacks.  They use stolen data to make 

online purchases and counterfeit cards. Protecting this data is the heart of the security debate. There 

are only two ways to do it: make data systems impenetrable (impossible) or make the stolen data 

unusable. 

If consumers don’t notice/report fraud, they stand to lose stolen funds. When they discover the 

unauthorized transaction they must file a ‘dispute’ with their bank. When a dispute is filed, it’s the bank 

that refunds the stolen funds, not the merchant.  

So the merchant made the sale, the bad guy got the goods and the bank had to pay for it. Banks are 

clearly motivated to find a solution. 

Magnetic strip technology can’t encrypt data; if hackers obtain data, it’s immediately usable for 

fraudulent activity.  Merchant groups blame the banking industry for merchant’s systems being hacked. 

Yet everyone involved understands the insecure nature of the data and should be responsible for 

protecting it.  The motivation behind the finger pointing seems to be about preserving the reputation of 

the merchant whose security failed. 

Better protection of data is the goal of everyone in this debate. Many advocate adopting the Chip and 

PIN technology used in Europe, where fraud has been dramatically reduced. Cards transmit encrypted 

information to the merchant’s terminal, making it exceptionally difficult to counterfeit even if systems 

are hacked. A PIN further increases security. 



Concerns remain. The chip does not prevent fraud with lost or stolen cards unless paired with a PIN.  

Chip and PIN does not protect data when paying for online purchases. On this, we remain where we are 

today with merchants storing at-risk data. 

Still, Chip and PIN technology is much better than a magnetic strip and is compatible with systems 

worldwide. Merchants have balked at converting for years because of the cost of new equipment, and 

their fraud liability is limited to only reputational risk. Major card companies set an October 2015 

deadline for adoption by banks and merchants. Merchants are now on board largely due to the 

reputational hits they’ve suffered.  

 

The US banking industry hasn’t pushed for a new system until recently, as fraud didn’t represent a large 

risk. But as the remainder of the world became more sophisticated in card security, bad guys began to 

focus on the U.S. The banking industry is intent on changing to the best format available to maximize 

security while maintaining convenience.  

Our entire economy relies on the credit/debit system for accurate and secure transactions. The interests 

of merchants and banks are closely aligned in finding a solution. Industry groups need to quit finger 

pointing, agree on an acceptable format, and execute changes sooner than later. 

 


